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Internet Acceptable Use  
and E-Safety Policy 
DfE 210/6391 
  
 
The Technologies 
 
ICT in the 21st Century has an all-encompassing role within the lives of 
children and adults.  New technologies are enhancing communication and the 
sharing of information.  Current and emerging technologies used in school 
and, more importantly in many case, used outside of school by children 
include: 
 

• The Internet 
• E-mail 
• Instant messaging 
• Blogs  
• Podcasting 
• Social networking sites  
• Video broadcasting sites i.e. Youtube  
• Chat rooms 
• Gaming sties  
• Music download sites 
• Mobile phones with camera and video functionality 
• Smart phones with e-mail, web functionality and cut down “office” 

applications. 
 
Aims 
 
The computer system is owned by the school and may be used by students to 
further their education and by staff to enhance their professional activities 
including teaching, research, administration and management.  The school’s 
internet policy has been drawn up to protect all parties, - the students, staff 
and the school.  The school reserves the right to examine or delete any files 
that may be held on its computer system or to monitor any internet sites 
visited. 
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Staff and students accessing the internet must accept and comply with the 
following guidelines: 
 

a) All internet activity should be appropriate to the student’s 
education, staff professional activity or appropriate personal use 
outside of teaching time. 

b) Access should only be made via the authorised account and 
password, which should not be made available to any other 
person. 

c) Activity that threatens the integrity of the school ICT Systems, or 
activity that attacks or corrupts other systems is forbidden. 

d) Users are responsible for all e-mails sent and for contacts made 
that may result in e-mails being received. 

e) Use for personal financial gain, gambling, political purposes or  
advertising is forbidden. 

f) Copyright materials must be respected. 
g)  Posting anonymous messages and forwarding chain letters is 

forbidden. 
h) As e-mails can be forwarded or inadvertently be sent to the 

wrong person, the same professional levels of language and 
content should be applied as for letters or other media. 

i) Use of the internet to access inappropriate material such as 
pornographic, racist or offensive material is forbidden. 

j) Students can only use the internet in school whilst supervised by 
a member of staff. 

k) Students must finish their session on the internet as soon as 
they are told to do so. 

l) Students may only visit websites which have been agreed by the 
teacher / LSA / SMT. 

 
Roles and Responsibilities 
 
e-Safety is recognised as an essential aspect of strategic leadership in this 
school and the Head, with the support of the Senior Management Team, aims 
to embed safe practise into the culture of the school.  The Headteacher 
ensures that the Policy is implemented and in compliance with the Policy 
monitored. 
 
Our school e-Safety Co-ordinator is Debbie Sycamore. 
 
Our e-Safety Coordinator ensures they keep up to date with e-Safety issues 
and guidance from DfE¹ and through organisations such as The Child 
Exploitation and Online Protection (CEOP)².  The School’s e-safety 
coordinator ensures the Head and senior management are updated as 
necessary. 
 
All teachers are responsible for promoting and supporting safe behaviours in 
their classrooms and following school e-safety procedures.  Central to this is 
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fostering a “No Blame” culture so students feel able to report any bullying, 
abuse or inappropriate materials. 
 
All staff should be familiar with the school’s Policy including: 
 

• Safe use of e-mail; 
• Safe use of Internet including use of internet-based communication 

services, such as instant messaging and social network. 
• Safe use of school network, equipment and data. 
• Safe use of digital images and digital technologies, such as mobile 

phones and digital cameras. 
• Publication of pupil information / photographs and use of website. 
• ebullying / cyberbullying procedures. 
• Their role in providing e-safety education for students. 

 
During whole school staff INSET days, staff are reminded / updated about e-
Safety matters at least twice a year. 
 
¹ http://www.education.gov.uk/search/results?q=e+safety+policy 
² http://ceop.police.uk/ 
 
How will complaints regarding e-Safety be handled? 
 
The school will take all reasonable precautions to ensure e-Safety.  However, 
owing to the international scale and linked nature of Internet content, the 
availability of mobile technologies and speed of change, it is not possible to 
guarantee that unsuitable material will never appear on a school computer or 
mobile device.    The school can not accept liability for material accessed, or 
any consequences of Internet access. 
 
Staff and students are given information about infringements in use and 
possible sanctions.  Sanctions available include: 
 

• Discussion with e-Safety Coordinator / Headteacher 
• Informing parents or carers. 
• Removal of Internet or computer access for a period, (which could 

ultimately prevent access to files held on the system). 
• Referral to LA / Police. 

 
Our e-Safety Coordinator acts as first point of contact for any complaint. Any 
complaint about staff misuse is referred to the Headteacher. 
 
Complaints of cyberbullying are dealt with in accordance with our Anti-Bullying 
Policy.  Complaints related to child protection are dealt with in accordance 
with school child protection procedures.  
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Anyone may report any inappropriate or potentially illegal activity or abuse 
with or towards a child online to the Child Exploitation and Online Protection 
(CEOP). 
 
http://www.ceop.gov.uk/reporting_abuse.html 
 
 
Managing Internet Access 
 
Communication 
 
Internet safety rules will be displayed in all rooms where computer are used, 
and discussed with students at the start of all internet use.  Students will be 
informed that network and internet use will be monitored.  All staff will be 
given a copy of the school’s acceptable internet use policy and are expected 
to follow and respect it.  Parents’ and Carers’ attention will be drawn to the 
policy in newsletter and on the school website.  The school will ask all new 
parents to sign the parent agreement form when their child starts at the 
school. 
 
E-mail 
 
Students may only use the approved e-mail accounts on the system.  When 
communicating by e-mail, students must not reveal their personal details or 
those of others, or arrange to meet anyone without specific permission.  
Students must immediately tell a member of staff if they receive an offensive 
e-mail. 
 
When using e-mail, the teacher will remember to: 
 

a) Ensure students, parent and staff have signed an internet code 
of conduct for internet use. 

b) Teach students about the writing and social conventions 
inherent in the use of e-mail, in order for them to communicate 
effectively. 

c)  Establish a recognised procedure for both reporting misuse of e-
mail and the subsequent sanctions. 

d) Carry out regular checks of incoming and outgoing e-mail. 
 
Use of the Internet 
 
The school internet access will be designed especially for student use and will 
include filtering appropriate to the age of students.  The school’s internet 
services are currently provided by Titan, using NetGear as the filtering device 
and change in providers is currently being investigated to improve internet 
safety in conjunction with our IT Consultant.  Teachers must ensure that any 
site visited for educational purposes has been thoroughly checked for 
authenticity and suitability.   
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Teachers are to report any unsuitable e-mail or websites to the E-Safety Co-
ordinator Debbie Sycamore.  Students will be taught what internet use is 
appropriate and will be given clear objectives for internet use.  The school’s 
internet system will be reviewed regularly. 
 
Students are supervised at all times in the ICT suite.The school blocks all chat 
rooms and social networking sites except those that are part of an educational 
network or approved learning programme. 
 
Publishing student’s images 
 
Written permission from parents or carers will be obtained before photographs 
of students are published on the school’s website.  Parents will be asked to 
sign the parental permission form in order to give permission, and this will be 
kept as a record.  Where permission is not obtained, images will not be 
displayed of that child.   Student’s full names will not be used anywhere on the 
school website, particularly in association with photographs.  Photographs 
that include students will be selected carefully so that images cannot be 
misused.  Staff will consider using group photographs rather than full-faced 
photos of individual children. 
 
School website 
 
With the exception of the proprietors 24 hour contact number, staff or pupil 
personal contact information will not be published on the school’s website.  
The contact details will be kept by the school office for students and HR 
Manager for staff.  The E-Safety co-ordinator will take overall editorial 
responsibility and ensure that content is accurate and appropriate, in 
consultation with the Headteacher. 
 
Social networking and personal publishing 
The school does not allow access to social networking sites.   Students will be 
advised never to give out personal details of any kind which may identify 
them, their friends, family or school, or their location. 
 
 
Videoconferencing and webcam use 
 
Videoconferencing and webcam use will be appropriately supervised for the 
student’s age.  Students must ask permission from their teacher before 
making or answering a videoconference call. 
 
Access & Passwords 
 
New staff and students will be issued access permissions and passwords by 
the schools IT consultant in conjunction with the E-Safety Co-ordinator.     
Access permissions and passwords must not be changed any concerns must 
be address with E-Safety Co-ordinator.  
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For the avoidance of doubt it should be noted that staff are bound by current 
relevant legislation, details of which are maintained by the HR Manager and 
which will be made available to staff upon request.  Serious breaches of this 
policy may result in procedures being invoked under the school’s Disciplinary 
Policy. 
 
All staff must read and sign the “Acceptable ICT Use Agreement” before using 
any school ICT resource. 
 
Students will be required to sign an “Acceptable Use Agreement”. Parents will 
be asked to sign a “Parent e-Safety Agreement” 
 
Reviewed April 2013 
 
Review Arrangements: full reviews by SMT April 2014  
(or earlier if major legislative change) 
 
Appendices 
 
1) The use of social networking and on-line media 
2) Internet code of conduct for students 
3) Internet agreement form for parents 
4) Internet code of conduct for staff 
 
Other school references 
 
Protecting Children from internet Abuse guidance 
Using New Technology – Hints and Tips for adults working with children and 
young people 
http://companyweb/General%20Documents/Policy%20and%20Procedures/E-
Safety 
 
 
Websites 
London Grid for Learning (LGFL) (Excellent teaching resources for e-safety) 
http://www.lgfl.net/esafety/Pages/safeguarding.aspx?click-source=nav-
toplevel 
 
The Child Exploitation and Online Protection (CEOP) 
http://www.ceop.gov.uk 
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Appendix 1 
The use of Social Networking and On-Line Media 
 
This school asks its whole community to promote the 3 commons approach to 
online behaviour: 
 

• Common courtesy 
• Common decency 
• Common sense 

 
How do we show common courtesy online? 
 
We ask someone’s permission before uploading photographs, videos or any 
other information about them online. 
We do not write or upload “off-hand”, hurtful, rude or derogatory comments 
and materials.  To do so is disrespectful and may upset, distress, bully or 
harass. 
 
How do we show common decency online? 
 
We do not post comments that can be considered as being intimidating, 
racist, sexist, homophobic or defamatory.  This is cyber-bullying and may be 
harassment or libel. When such comments exist online, we do not forward 
such emails, tweets, videos, etc.  by creating or forwarding such materials we 
are all liable under the law. 
 
How do we show common sense online? 
 

• We think before we click. 
• We think before we upload comments, photographs and videos. 
• We think before we download or forward any materials. 
• We think carefully about what information we share with others online, 

and we check where it is saved and check our privacy settings. 
• We make sure we understand changes in use of any web sites we use. 
• We block harassing communications and report any abuse. 

 
Any actions online that impact on the school and can potentially lower the 
schools’ (or someone in the schools) reputation in some way or are deemed 
as being inappropriate will be responded to. 
 
In the event that any member of staff, student or parent / carer is found to be 
posting libellous or inflammatory comments on Facebook or other social 
network sites, they will be reported to the appropriate “report abuse” section of 
the network site.  (all social network sites have clear rules about the content 
which can be posted on the site and they provide robust mechanisms to 
report contact or activity which breaches this). 
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In serious cases we will also consider legal options to deal with any such 
misuse. 
 
The whole school community is reminded of the CEOP report abuse process:  
https://ww.thinkuknow.co.uk/parents/browser-safety/ 
 
Appendix 2 
Student Acceptable Use Agreement 
 
These rules will keep everyone safe and help us to be fair to others. 
 
I will only use the school’s computers for schoolwork, homework and as 
directed. 
I will not bring files into school (on removable media or online) without 
permission or upload inappropriate material to my workspace. 
I will only edit or delete my own files and not view, or change, other people’s 
files without their permission.  
I will keep my logins, IDs and passwords secret. 
I will use the Internet responsibly and will not visit web sites I know to be 
banned by the school. I am also aware that during lessons I should visit web 
sites that are appropriate for my studies. 
I will only e-mail people I know, or those approved by my teachers. 
The messages I send, or information I upload, will always be polite and 
sensible. I will not open attachments, or download a file, unless I have 
permission or I know and trust the person that has sent them.  
I will not give my home address, phone number, send photographs or video, 
or give any other personal information that could be used to identify me, my 
family or my friends, unless a trusted adult has given permission. 
I will never arrange to meet someone I have only ever previously met on the 
Internet or by email or in a chat room, unless I take a trusted adult with me.  
If I see anything I am unhappy with or I receive a message I do not like, I will 
not respond to it but I will save it and talk to a teacher / trusted adult. 
I am aware that some websites and social networks have age restrictions and 
I should respect this. I am aware that my online activity at all times should not 
upset or hurt other people and that I should not put myself at risk. 
 
I have read and understand these rules and agree to them. 
 
 
Signed:  Date: 
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Appendix 3 
Parent e-Safety Agreement Form 
 
Internet and ICT: As the parent or legal guardian of the pupil(s) named below, 
I grant permission for the school to give my daughter / son access to: 

• the Internet at school 
• the school’s chosen email system  
• ICT facilities and equipment at the school.   

 
I accept that ultimately the school cannot be held responsible for the nature 
and content of materials accessed through the Internet and mobile 
technologies, but I understand that the school takes every reasonable 
precaution to keep students safe and to prevent students from accessing 
inappropriate materials.   
 
I understand that the school can, if necessary, check my child’s computer files 
and the Internet sites they visit at school and if there are concerns about my 
child’s e-safety or e-behaviour they will contact me.   
 
Use of digital images, photography and video:  I understand the school has a 
clear policy on “The use of digital images and video” and I support this.   
 
I understand that the school will necessarily use photographs of my child or 
including them in video material to support learning activities. 
 
I accept that the school may use photographs / video that includes my child in 
publicity that reasonably promotes the work of the school, and for no other 
purpose.  
 
I will not take and then share online, photographs of other children (or staff) at 
school events without permission. 
 
Social networking and media sites: I understand that the school has a clear 
policy on “The use of social networking and media sites” and I support this.   
 
I understand that the school takes any inappropriate behaviour seriously and 
will respond to observed or reported inappropriate or unsafe behaviour.  
 
I will support the school by promoting safe use of the Internet and digital 
technology at home.  I will inform the school if I have any concerns.  
 
 
My daughter / son name(s): _______________________________________  
 
 
Parent / guardian signature: ______________________________  
 
Date: ___/___/___  
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Appendix 4  
 
Staff Acceptable Use Agreement Form 
 
Covers use of digital technologies in school: i.e. email, Internet, intranet and 
network resources, learning, software, equipment and systems. 
I will only use the school’s digital technology resources and systems for 
Professional purposes or for uses deemed ‘reasonable’ by the Headteacher 
and SMT.  
Once issued by E-Safety Co-ordinator I will not reveal my password(s) to 
anyone. 
I will follow ‘good practice’ advice in the use of my password. If my password 
is compromised, I will ensure I advise E-Safety Co-ordinator in order for a new 
password to be issued.  I will not use anyone else’s password if they reveal it 
to me and will advise them to inform E-Safety Co-ordinator and order a new 
password. 
I will not allow unauthorised individuals to access email / Internet / intranet / 
network, or other school systems. 
I will ensure all documents, data etc., are saved, accessed and deleted in 
accordance with the school’s network and data security and confidentiality 
protocols. 
I will not engage in any online activity that may compromise my professional 
responsibilities. 
I will only use the approved, secure email system(s) for any school business.  
(This is currently: Microsoft Outlook) 
I will only use the approved school e-mail or other school approved 
communication systems with students or parents/carers, and only 
communicate with them on appropriate school business. 
I will not browse, download or send material that could be considered 
offensive to colleagues.  
I will report any accidental access to, or receipt of inappropriate materials, or 
filtering breach to the E-Safety Co-ordinator. 
I will not download any software or resources from the Internet that can 
compromise the network, or are not adequately licensed.  
I will not publish or distribute work that is protected by copyright.  
I will not connect a computer, laptop or other device (including USB flash 
drive), to the network / Internet that does not have up-to-date anti-virus 
software, and I will keep any ‘loaned’ equipment up-to-date, using the school’s 
recommended anti-virus, firewall and other ICT ‘defence’ systems.  
I will not use personal digital cameras or camera phones for taking and 
transferring images of students or staff. 
I will ensure that any private social networking sites / blogs etc that I create or 
actively contribute to are not confused with my professional role. 
I agree and accept that any computer or laptop loaned to me by the school, is 
provided solely to support my professional responsibilities and that I will notify 
the school of any “significant personal use” as defined by HM Revenue & 
Customs. 
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I will access school resources remotely (such as from home) only through the 
school approved methods and follow e-security protocols to access and 
interact with those materials. 
 
 
Appendix 3  
 
Staff Acceptable Use Agreement Form (cont’d…) 
I will ensure any confidential data that I wish to transport from one location to 
another is protected by encryption and that I follow school data security 
protocols when using any such data at any location. 
I understand that data protection policy requires that any information seen by 
me with regard to staff or pupil information, held within the school’s 
information management system, will be kept private and confidential, 
EXCEPT when it is deemed necessary that I am required by law to disclose 
such information to an appropriate authority. 
I will embed the school’s e-safety curriculum into my teaching. 
I will alert the school’s designated person for Safeguarding / relevant senior 
member of staff if I feel the behaviour of any child I teach may be a cause for 
concern. 
I understand that all Internet usage / and network usage can be logged and 
this information could be made available to my manager on request.  
I understand that it is my duty to support a whole-school safeguarding 
approach and will report any behaviour (of other staff or students), which I 
believe may be inappropriate or concerning in any way, to the designated 
person for child protection / SMT member. 
I understand that failure to comply with this agreement could lead to 
disciplinary action.  
User Signature 
I agree to abide by all the points above. 
I understand that it is my responsibility to ensure that I remain up-to-date and 
read and understand the school’s most recent e-safety policies. 
I wish to have an email account; be connected to the Intranet & Internet; be 
able to use the school’s ICT resources and systems. 
 
Signature          Date    
Full Name  ………………….(printed) 
Job title   
Authorised Signature E-Safety Co-ordinator  
 
I approve this user to be set-up. 
Signature    Date 
Full Name   (printed) 
  
 
 


